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ABSTRACT

The Global Cybersecurity Index (GCI) developed by the International Telecommunication Union (ITU) is used to diagnose
a country’s cybersecurity development level and to strengthen its cybersecurity capabilities. This paper analyzes GCI and
tries to suggest a way to strengthen its effectiveness. In addition, we analyze the GCI version 1~GCI version 4 evaluation
index in advance, and examine the development plan through SWOT analysis. Through this, basic principles for GCI
improvement and utilization will be established, and new indicators related to the GCI version 5 questionnaire will be
discovered and suggested. This paper is expected to be used as basic data for GCI performance analysis and improvement
plan. In addition, it is intended to contribute to enhance the effectiveness of GCI and the nation’s cybersecurity capabilities
by proposing more advanced proactive and reactive indicators to be applied to the future GCI evaluations. This paper is an
improvement and development for the research result of [1].
Keywords: ITU, GCI, Global Cybersecurity Index, proactive and reactive indicator
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Fig. 1. GCI/GCA mapping of the organizational
pillar (adapted from (8))
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Table 2. NCSI Structure (3 Categories and their

associated 12 capacities for NCSI) (adapted
from (12))
Ca Capacity
tegory
E i .
General |Cyber Cyber ducatio Contribu
. threat |n and .
cyber security . . |tion to
. . analysis |professio
security |policy global
C and nal
indica develop |. cyber
informat |develop .
tors ment . services
ion ment
Baseli . . |E-identif .
ASEINE 1 potectio| Protectio|, - oo n ! Protectio
cyber ication
. n of n of n of
security . . and
L digital |essential personal
indica . . trust
services |services . data
tors services
Incident
& crisis Cyber Fight Military
Cyber . .
managem|, °. crisis against |cyber
incidents :
ent manage |cyber operatio
L response .
indica ment crime ns
tors
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Table 3. Comparison between GCI V4 and NCSI

Table 4. NCSI
indicators (12).

Indicators related to reactive

Indicators

Description of indicators

National-level
cyber crisis

The government has
conducted a national-level
cyber crisis management
exercise or a crisis

Category GCI NCSI
Publication ITU cCA
Agency
Evaluation Every 2 Non
period years Regular
Number of Pillar
(Category) g 12
Number of
Indicators 82 46

management . .
. management exercise with a
exercise .
cyber component in the last
3 years.
Participation The country’s team has
in participated in an
international international cyber crisis

cyber crisis

management exercise in the

exercises last 3 years.
Operators of essential
services must regularly (at
least once every 3 years)
Regular . .
o provide evidence of the
monitoring of .. .
R effective implementation of
security . . .
cyber/information security
measures

policies (e.g. audit result,
documentation, specific
report).

Cyber security

The country has
(co-)financed or

it .
cal'aa(% Y (co-)organized at least one
building for . . .
other capacity building project for
. another country in the last 3
countries
years.
Military forces have
conducted a cyber operations
Cyber . . .
. exercise or an exercise with
operations .
. a cyber operations
exercise . .
component in the country in
the last 3 years.
Participation The country’s military team
in has participated in an
international international cyber
cyber operations exercise in the
exercises last 3 years.
CGI 7 % o] AAAo|x axpgd oz A
T AUg Zlelth
IV. GCI &1 Z&E <Ist Al X|E Ht
ol Aol = GCI A& A% FAA < W=
WEoll dafA] Lol zl gheth. gk AFd AAH
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Table 5. New indicators in terms of proactive Technical

Measures Does your countr
response(1) (National V v
framework have a.fram.ework
Pillar Example of for of puth/prlvatg ICT o
No| (Detailed | New Indicators Domestic implement partnerships exist [Standardizatio
area) application ation of  |t© develop n Forum
cvbersecur cybersecurity
Legal cy standards?
Measures ity
(Is there Are the{re any standards)
any regulatl(.)n.s on the .

1 leybersecur use of digital Digital Organizati Does your country .
it signatures in Signature Act onal have a cyber Cybersecurity
1y ) private services M national strategy [national
regulation L easures h t trat b

and applications? (National |for each sector, strategy by
related ationa h t f each
Cybersecy |SUch a8 sector of eac
to) rity government sector, |government
Act on Strategy) finance sector, department
Legal Promotion of and ICT sector?
Measures Iar;fé)rmatlon Capacity )
( Is there |Are there o cati Developm Public
any Cybersecurity OHﬁImglnlCi 10 ent Does your country |awareness

2 |cybersecur|regulations on ns vetwor . have public campaign
. . : Utilization (Public
ity identity awareness through
X . e o and cybersecur . . .
regulation |verification? Information N campaigns for university
related : ity youth? club support
o) Protection. awareness ' roject

Aice 289 |camosins "
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